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ANALYSIS OF MODERN SCIENTIFIC APPROACHES TO ASSESSMENT CRISIS
MANAGEMENT OF INFORMATION THREAT DURING RUSSIAN-UKRAINIAN
WAR AND THEIR WAYS IMPROVEMENT

AKTyasiIbHUMU CTaIOTb 3aBAaHHs NiABULLEHHS SIKOCTI yripaBJ/liHHSI Ta e (PeKTUBHOCTi cucTeMu yrnpas-
NiHHS iHpopmaliliHnMu kpu3aamu B ymoBax 6orioBux gii. MoxxHa cTBepaxxysaTu, Lo npobsema yn-
PaBJliHHS KPU3010 BHACJIigOK MOBHOMAaCLUTabHOT BiliHNM HeOCTaTHbO [4OC/iA)XeHa BITYN3HSIHUMMN Ta
3apyb6i>XXHUMU BY4eHUMU. Y CTaTTi BU3HA4YEHO P HE[O0JliKIB aHTUKPU3OBOIo yrpasJliHHS B YMOBaXx ro-
BHOMACLUTABHOIT BiliHN B pamkax pearyBaHHs Ha Kpu3y KpU30BOro MeHea>XXMeHTy iHpopmauiriHoro
3abe3ne4YyeHHsl, 3MIiCT IKOro B OKpeMux BUnaagkax He Bigrnosigae cy4acHum peaniam.

BusHa4yeHo, L0 O[4HIEI0 3i CKJ1afjloOBUX CTaJIOro Ta HagilnHoro yHKLioHyBaHHsI cucTtemmu iHpopmad,-
iiHOro 3abea3ne4yeHHs B yMoBax 600OBUX Aiii € e¢peKTUBHICTb yrnpaBliHHS.

MeTtoanamu gocnipxeHHs 6y KOHTeHT-aHani3, rinoTeTnYyHnii Ta 3arasibHoHaykoBuii. Ha ocHoBi
aHaniay nonepenHix HaykoBuUx JOCig)XeHb BU3Ha4€eHO Npo6sieMHi nuTaHHs Aep>XaBHOoro ynpasiHHS
y coepiiHpopmaLiiHOi npoTugii, 30KpemMa esieMeHTU aHTUKPU3OBOIro MEHE4)KMEHTY.

AdocnigxeHo nuTtaHHs po3noAiny HeAoikiB y Teopii Ta NpaKTULi Ha OCHOBI BAJOCKOHaJIEHHSI Me-
TOAiIB pauioHasbHOro BU60pPy MeToAiB 3aCTOCyBaHHS Ta NOWNPEeHHS iHpopmauiiiHoro 3abe3ne4yeH-
HS1 aHTUKPU30BOIro yrnpasJliHHA B YMOBaX MOBHOMAacCLUTa6HOro npoTUCTOSIHHA Ta NifBULLeHHS e pek-
TUBHOCTI yripaBsliHHA A0 Hane>XXHwii piBeHb. [IpuynHamMu He[OoiKiB € He4OCTaTHLO PO3PO06JIEHi peKko-
MeHaauii woao epeKTUBHOro aHTUKPNU30BOIro MEHeA)XKMEHTY B YMOBaxX MOBHOMAaCLUTaGHOIro npoTuc-
TOSIHHSI Yepe3 He4OCKOHaJliCTb iCHYIOYNX HAaYKOBUX NigxoRiB A0 SKOCTi NporpamMHoro 3abe3neyeHHs

iHpopMaLiHOro KpU30B0ro MEHEeHKMEHTY.
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Tomy meTol0 CTaTTi 6yAe BU3HA4YEeHHS LUNKXiB yAOCKOHaIeHHSI aHTUKPU30BOI0 ynpaBJliHHS iHgpop-
MavyiiHUMn 3arpo3amMm B yMOBaxX NOBHOMAaCLUTa6GHOIro rnpoTUCTOSIHHA Ha OCHOBI aHani3y iCHyI4YNxX
HaykoBux nigxoAiB y Uyivi rasnysi.

AHani3 cucteMu aHTUKPU30BOIoO YripasJliHHS MOKa3YyE, L0 3arpornoHOBaHUA MeTOoA4 LUNPOKO BUKO-
PUCTOBYETbHCS Yy chepi aep >kaBHOro ynpassiHHS AJ1s1 BUPILUEeHHS1 3aBAaHb ornepaTtuBHOro yripasiiHHS
TexXHiYHUMU Ta opraHi3auiiHnMmm cuctemamu. A TaKkoxx y BunagKkax, Konavm cknagHicTb 00'ekra ynpas-
NliHHS He [03BoJIsiEe NnobyayBaTn popmaniaoBaHy mogensb. S3Ha4yHy yBary nNpuaineHo Takox cucremi
MeToL40JIoriYHNX Ta opraHisauiiHnx npobsem npoTungii y cgpepi ingpopmauiviHoro 3abe3ne4yeHHsl.

The tasks of improving the quality of management and the efficiency of the information crisis
management system in the conditions of hostilities are becoming relevant. It can be argued that the
problem of crisis management as a result of a full-scale war has not been sufficiently studied by
domestic and foreign scientists. The article identifies a number of shortcomings in crisis management
in a full-scale war as part of the response to the crisis of crisis management ofinformation support,
the content of which in some cases does not correspond to modern realities.

It is determined that one of the components of sustainable and reliable functioning of the
information support system in the conditions of hostilities is the effectiveness of management.

The research methods were content analysis, hypothetical and general scientific. Based on the
analysis of previous scientific studies, problematic issues of public administration in the field of
information counteraction, in particular elements of crisis management, are identified.

The issue of distribution of shortcomings in theory and practice is investigated on the basis of
improving the methods of rational choice of methods of application and distribution ofinformation
support of crisis management in the conditions of full-scale confrontation and improving the efficiency
of management to the proper level.

The reasons for the short comings are insufficiently developed recommendations on effective crisis
management in the conditions full-scale confrontation due to the imperfection of the existing ones
scientific approaches to the quality ofinformation crisis management software.

Therefore, the purpose of the article will be to determine ways to improve the crisis management
ofinformation threats in conditions of full-scale opposition based on the analysis of existing scientific
approaches in this field.

The analysis of the crisis management system shows that the proposed method is widely used in
the field of public administration to solve the problems of operational management of technical and
organizational systems. And also in cases when the complexity of the object of management does
not allow to build a formalized model. Considerable attention is also paid to the system of
methodological and organizational problems of counteraction in the field of information support.

KarouoBi cnoBa: pociticoko-ykpaircoxa GitiHa, Kpu3o8e ynpaBiHHs, depicaBHe ynpaBinHs, iHghopmayitia bes-
neka, cmpameaidHi KOMYHIKauii.

Key words: Russian-Ukrainian war, crisis management, public administration, information security, strategic
comunication.

PROBLEM STATEMENT

In accordance with the strategic goals and the
performance of the main tasks, defined by the Strategic
Defense Bulletin of Ukraine was created and the
information support system is functioning, which is one
of the types comprehensive provision [1].

One of the components of stable and reliable
functioning of the system information provision in
conditions of full-scale confrontation is the quality of
crisis management. Therefore, conducting research
and determination of approaches related to the
provision of a certain level the qualities of the crisis in
modern conditions are becoming more and more
relevant value.

ANALYSIS OF RECENT STUDIES
AND PUBLICATIONS

Previous studies and experience of large-scale armed
aggression of the russia JFO (ATO) showed that in the
conditions of preparation and conducting information
support. Along with this, a number was found shortco-
mings in this process, which lead to a decrease in the
quality indicator of crisis management does not meet the
specified requirements [2—5].

The scientific management of troops in the course of
hostilities assumes the need to predict the development
of the combat situation, which should rely on reliable
information, a comprehensive and accurate calculation
using modern methods of modeling and forecasting.

IHBecTnuli: npaksTka 1a gocsig N 1/2023
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So in the work edited by Yurkov V. [6] a method of
situational management is proposed. It is based on
introduction of the concept of situations and their
transformation. The proposed method is quite widely used
in the branches of the national economy of Ukraine to solve
the problems of operational management of technical and
organizational systems. As well as in cases where
complexity management object does not allow to build a
formalized model or when there is a lack of time to solve
by traditional mathematical methods programming
involves alarge amount of calculations and in defined time
the decision made by these methods cannot be
implemented. Which other methods, the method of
situational management aims to obtain recommendations
for making rational decisions. The main idea of the method
consists in the possibility of using automated control
systems a specific object of previously worked out
decisions that are determined for specific situations that
may arise in application of this object. In fact, due to the
complexity of many objects management cannot hope for
sufficiently complete initial data about them. Therefore, a
management system of this type should be open and have
the ability to adjust knowledge about objects and
management methods.

PROBLEM DEFINITION

The disadvantage of this method in the conditions of
hostilities can be seen complication of forecasting those
situations that may arise in the course-armed struggle.
However, possible use the approaches proposed within it
to make decisions c difficult situations that arise in the
process of crisis management under the influence of
destabilizing factors.

PRESENTATION OF THE MAIN RESEARCH
MATERIAL

The works of other authors [7, 8] substantiate the main
lays and provisions for managing joint actions of the
security and defence sector (SDS) formations during
crises.

In general, these works prove that the management of
joint actions of security and defence sector formations during
crises that threaten the security of Ukraine is a continuous
process of planning and determining needs during the
performance of information support functions [2].

However, these works do not fully consider the issue
of managing specific means and units of information
support in the conditions of hostilities. Theoretical and
practical issues related to the functions of crisis mana-
gement regarding the rational distribution of information
security resources have not been considered, and not
enough attention has been paid to the methods of actions
of officials regarding the management of information
security resources.

From the point of view of the study of the dependence
of the level of "information potential” on the quality system
of crisis management, as well as insufficiently sub-
stantiated management indicators of these components
of the above-mentioned system. Which makes it necessary
to conduct a study on the assessment of the quality of
crisis management by means of information support in
modern conditions.

In the opinion of the authors, only a separate, not a
large, part of the forces and means of crisis management
is considered in the cited scientific achievements. They
do not fully take into account the issues of information
management, which would allow assessing with a high
degree of reliability the effectiveness of the actions of the
relevant forces and means regarding the entire spectrum
of tasks and functions, taking into account the specifics
of the management of these actions.

Only the combined use of these methods can solve these
tasks regarding the management of the specified means.

In the work of Malykh V. and other authors [9], the views
on the introduction into the practice of the staffs of
calculations regarding the assessment of the functioning of
the management system during planning and during the
operation are reflected. The paper proposes a model for
assessing the state of the troop control system, which can
be used to obtain a quantitative and qualitative assessment
of the existing state of the control system or its subsystem
based on the values of the state indicators included in this
subsystem of the control point. The provisions and
conclusions considered in the work allow taking into account
the influence of the control system during the simulation of
operations, forming the initial basis for the creation of
intelligent decision-making systems for operations with the
help of mathematical research methods. However, in the
proposed work, in our opinion, in contrast to the assessment
of the quality of process management as a whole, not enough
attention is paid to the assessment of the quality of
management of individual components included in this system,
i.e., for example, management of means of military systems.

CONCLUSIONS AND PROSPECTS
OF FURTHER INVESTIGATIONS
IN THIS AREA

Thus, based on the analysis of existing scientific
approaches, certain difficulties in the theory and
shortcomings in the practice of the assessment, which are
closely related to each other, have been determined in
relation to the assessment of the quality of asset mana-
gement in the conditions of hostilities. Thus, in theory,
there is a need to improve the existing scientific approa-
ches to assessing the quality of the management of forces
and means of logistical support. In practice, the existing
level of quality management of forces and means of
logistical support in the conditions of hostilities due to
the increasing influence of unfavourable factors (factors)
on this process no longer meets modern requirements and
requires a certain improvement [10].

The specified difficulties occur because of the follo-
wing number of reasons affecting the level of management
of information support means, the main of which are:

The imperfection of the existing scientific approaches
to the evaluation and improvement of the quality of
management of the means of information support;

Lack of well-developed practical recommendations for
effective management of information support in the
conditions of hostilities and the influence of adverse factors.

Based on this, it is proposed to solve the above
problems of a theoretical and practical nature. With the
help of an improved method of improving the quality of
management of information support, which consists of
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three partial methods. Which are interconnected and
logically result from each other, namely improved partial
methods of decision-making. With regard to the choice of
the method of application of means of information support
during the performance of assigned tasks in the conditions
of conducting hostilities and the developed partial method
of decision-making. Regarding the determination of
priority in the means of information support.
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